system theoretic process analysis

system theoretic process analysis (STPA) is an advanced hazard analysis technique designed to
identify and mitigate risks in complex systems. Rooted in systems theory, STPA extends traditional
safety analysis methods by focusing on control structures and interactions within processes, rather
than solely on component failures. This approach is especially valuable in industries where integrated
systems and software play critical roles, such as aerospace, automotive, and healthcare. STPA helps
organizations proactively identify potential hazards, understand unsafe control actions, and develop
effective safety constraints. This article will explore the fundamentals of system theoretic process
analysis, outline its methodology, discuss its applications, and highlight its advantages over
conventional hazard analysis techniques. The following sections will provide a comprehensive overview

of STPA, assisting professionals in enhancing system safety and reliability.
¢ Understanding System Theoretic Process Analysis
e The STPA Methodology
¢ Applications of System Theoretic Process Analysis

* Benefits of Using STPA

¢ Challenges and Considerations in STPA Implementation

Understanding System Theoretic Process Analysis

System theoretic process analysis is a safety engineering approach that treats safety as a control

problem rather than a failure problem. Unlike traditional hazard analyses that focus on component



malfunctions, STPA analyzes the interactions and feedback loops within a system's control structure.
This paradigm shift allows for a more holistic understanding of complex systems, where software,
hardware, human operators, and environmental factors all interact. STPA is grounded in the Systems-
Theoretic Accident Model and Processes (STAMP), which models accidents as a result of inadequate

control or enforcement of safety constraints rather than simple component failures.

Fundamental Concepts of STPA

The core concepts of system theoretic process analysis include hazards, unsafe control actions, and
safety constraints. Hazards are system states or conditions that can lead to accidents or losses.
Unsafe control actions are commands or controls that, due to flaws in timing, sequencing, or absence,
lead to hazardous states. Safety constraints are requirements placed on the system design and
operation to prevent these unsafe control actions. By focusing on these elements, STPA provides a

structured framework to identify potential safety issues early in the design or operational lifecycle.

Comparison with Traditional Hazard Analysis Techniques

Traditional hazard analysis methods such as Failure Modes and Effects Analysis (FMEA) or Fault Tree
Analysis (FTA) primarily focus on hardware or component failures. In contrast, system theoretic
process analysis emphasizes the interactions and control logic that govern system behavior. This
makes STPA particularly effective for systems with significant software components or complex
human-machine interactions. STPA can uncover hazards that are not apparent through classical

methods, such as those arising from flawed control algorithms or unsafe operator decisions.

The STPA Methodology

The methodology of system theoretic process analysis involves a systematic, step-by-step process
designed to identify hazards and develop safety requirements. STPA is typically performed in four

main steps, each building upon the previous to ensure thorough hazard identification and mitigation.



Step 1: Define the Purpose of the Analysis

The initial step involves establishing the system boundaries, defining losses to be prevented, and
identifying the high-level hazards. This step sets the context for the analysis, outlining what constitutes
unacceptable system states and what needs to be protected. It provides a clear scope that guides

subsequent analysis and ensures relevance.

Step 2: Model the Control Structure

In this step, the analyst develops a hierarchical control structure representing all components,
controllers, actuators, sensors, and human operators involved in the system. This model illustrates how
control actions are issued, feedback is received, and how information flows between system elements.

Accurate modeling is crucial as it forms the basis for identifying unsafe control actions.

Step 3: Identify Unsafe Control Actions

Using the control structure, analysts systematically evaluate each control action to determine if it could

lead to a hazard under certain conditions. Four categories of unsafe control actions are considered:

¢ Control action not provided when needed

¢ Control action provided when not needed

¢ Control action provided too early, too late, or in the wrong order

e Control action applied for too long or stopped too soon

This step is critical for uncovering potential control flaws that could result in hazardous system states.



Step 4: Develop Safety Constraints and Mitigations

Based on the identified unsafe control actions, safety constraints are formulated to prevent or mitigate
hazards. These constraints serve as design requirements or operational rules that must be enforced by
the system or its operators. The final output often includes recommendations for system design

changes, procedural modifications, or additional safety mechanisms.

Applications of System Theoretic Process Analysis

System theoretic process analysis has been applied across a variety of industries where safety is
paramount and systems are complex. Its ability to address software, hardware, and human factors

concurrently makes it versatile and effective in modern safety-critical environments.

Aerospace Industry

In aerospace, STPA is used to analyze avionics systems, flight control software, and human-machine
interfaces. The method helps identify hazards arising from automation errors, software bugs, and pilot

interactions, contributing to safer aircraft design and operation.

Automotive Sector

The automotive industry applies STPA to emerging technologies such as autonomous vehicles and
advanced driver-assistance systems (ADAS). By examining control logic and interactions, STPA aids in

preventing accidents caused by software faults, sensor failures, or inappropriate human responses.

Healthcare Systems

Healthcare systems, including medical devices and hospital processes, benefit from STPA by ensuring

that complex workflows and control systems maintain patient safety. The approach helps identify risks



related to software-controlled devices or procedural errors.

Industrial and Manufacturing Processes

In industrial settings, STPA assists in analyzing automated production lines, robotics, and process
control systems. It supports the identification of hazards that could lead to equipment damage,

environmental harm, or worker injury by addressing control failures and unsafe interactions.

Benefits of Using STPA

System theoretic process analysis offers several distinct advantages over traditional hazard analysis

methods, particularly in complex, software-intensive systems.

Comprehensive Hazard ldentification

STPA'’s focus on control and interaction enables the identification of hazards that would otherwise be
missed by component-focused analyses. This broad perspective increases the likelihood of recognizing

latent safety risks.

Early Integration in System Design

STPA can be applied early in the system development lifecycle, allowing safety requirements to be
incorporated into design decisions rather than retrofitted later. This proactive approach reduces costly

redesigns and enhances overall system safety.

Adaptability and Scalability

The methodology is adaptable to various system scales and complexities, from small embedded



systems to large sociotechnical systems involving multiple organizations and human operators.

Support for Software and Human Factors

Unlike traditional methods, STPA explicitly addresses software behavior and human interactions, which

are increasingly significant contributors to system hazards in contemporary technologies.

Challenges and Considerations in STPA Implementation

Despite its benefits, implementing system theoretic process analysis presents some challenges that

organizations must consider to maximize its effectiveness.

Complexity of Modeling

Developing an accurate control structure model can be complex and time-consuming, particularly for
large systems with numerous components and interactions. Ensuring completeness and correctness

requires expertise and extensive system knowledge.

Training and Expertise Requirements

Effective use of STPA demands trained personnel familiar with systems theory, safety engineering,
and the specific system domain. Organizations may need to invest in training or hire specialists to

conduct thorough analyses.

Integration with Existing Processes

Integrating STPA into established engineering and safety management processes can require

adjustments in workflows and documentation practices. Aligning STPA outputs with regulatory



requirements and standards also needs careful planning.

Managing Analysis Scope

Defining appropriate system boundaries and analysis scope is critical to prevent the process from
becoming unwieldy or missing important hazards. Clear objectives and stakeholder involvement aid in

maintaining focus.

Frequently Asked Questions

What is System Theoretic Process Analysis (STPA)?

STPA is a hazard analysis technique based on system theory that identifies unsafe control actions and
causal factors in complex systems to improve safety.

How does STPA differ from traditional hazard analysis methods?

Unlike traditional methods focusing on component failures, STPA analyzes unsafe interactions and
control flaws within the entire system, including software and human factors.

What are the main steps involved in conducting an STPA?

The main steps include defining the purpose and hazards, modeling the control structure, identifying

unsafe control actions, and determining causal scenarios leading to hazards.

In which industries is STPA commonly applied?

STPA is widely used in aerospace, automotive, healthcare, nuclear power, and other safety-critical

industries to identify and mitigate system hazards early in design.



What are the benefits of using STPA in system safety engineering?

STPA helps uncover complex interactions and software-related hazards, supports early design
improvements, enhances understanding of system behavior, and reduces risk more effectively than

traditional methods.

Can STPA be integrated with other safety analysis methods?

Yes, STPA can complement methods like FMEA and FTA by providing a system-level perspective, and
it can be integrated into model-based design and verification workflows for comprehensive safety

assurance.

Additional Resources

1. System Theoretic Process Analysis: A New Approach to Safety in Complex Systems

This book introduces the foundational principles of System Theoretic Process Analysis (STPA), a
methodology developed to identify hazards in complex systems beyond traditional failure-based
approaches. It emphasizes the role of system interactions and control structures in safety. Readers will
find detailed explanations and case studies demonstrating how STPA can be applied in various

industries to improve safety outcomes.

2. Engineering a Safer World: Systems Thinking Applied to Safety

Authored by Nancy Leveson, this seminal work presents the STPA framework within the broader
context of systems engineering and safety. It challenges conventional hazard analysis techniques and
offers a comprehensive methodology for designing safer systems. The book includes practical tools

and examples, making it essential for engineers and safety professionals.

3. System Safety Engineering and Management
This textbook combines principles of system safety engineering with management practices to provide
a holistic view of safety in engineering projects. It covers traditional and modern hazard analysis

techniques, including STPA. Readers will learn how to integrate safety considerations throughout the



system lifecycle to prevent accidents and failures.

4. Systems Thinking: Managing Chaos and Complexity

This book explores systems thinking as a critical approach to understanding and managing complex
systems and processes. It provides insights into how systemic interactions can lead to unexpected
behaviors and failures. The text is useful for those interested in the theoretical foundations that

underpin methods like STPA.

5. Hazard Analysis Techniques for System Safety

Focusing on various hazard analysis methods, this book includes detailed chapters on STPA and its
advantages over traditional techniques. It offers practical guidance on conducting hazard analyses in
different industries such as aerospace, automotive, and healthcare. The book is a valuable resource

for safety engineers seeking to expand their methodological toolkit.

6. Systems Safety and Security: Methods and Applications

This volume addresses both safety and security aspects in system design and operation, highlighting
the interplay between the two domains. It discusses STPA as a method to identify vulnerabilities and
hazards arising from complex system interactions. Case studies illustrate applications in critical

infrastructure and cyber-physical systems.

7. Safety Critical Systems Handbook

A comprehensive guide to designing and managing safety-critical systems, this handbook covers
regulatory requirements, standards, and analysis methods including STPA. It is geared toward
practitioners working in industries where safety is paramount, providing practical advice on

implementing effective safety processes.

8. System Safety: Human Factors and Systems Engineering

This book integrates human factors engineering with system safety principles to address the
complexities of human-system interactions in safety-critical environments. It explains how STPA can be
used to analyze not only technical components but also human roles and organizational factors

contributing to hazards.



9. Risk Management and System Safety

Covering risk management frameworks and methodologies, this book includes a thorough discussion
of STPA as a proactive hazard identification technique. It guides readers through the process of
assessing and mitigating risks in complex systems, emphasizing the importance of a systemic

approach to safety management.
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system theoretic process analysis: System Theoretic Process Analysis (STPA)
Recommended Practices for Evaluations of Safety-Critical Systems in Any Industry
Functional Safety Committee, 2023 This document provides recommended practices regarding how
System Theoretic Process Analysis (STPA) may be applied to safety-critical systems in any industry.
This document provides recommended practices regarding how System Theoretic Process Analysis
(STPA) may be applied to safety-critical systems in any industry.

system theoretic process analysis: System Theoretic Process Analysis (STPA) Recommended
Practices for Evaluations of Safety-Critical Systems in Any Industry - Appendix: STPA and
Model-Based Systems Engineering (MBSE) Functional Safety Committee, 2023 This document
provides recommended practices regarding how System Theoretic Process Analysis (STPA) may be
applied to safety-critical systems in any industry in the area of model-based systems engineering
(MBSE) evaluations. This document provides recommended practices regarding how System
Theoretic Process Analysis (STPA) may be applied to safety-critical systems in any industry in the
area of model-based systems engineering (MBSE) evaluations.This document takes the specific
domain info from the original SAE J3187 Recommended Practice (released February 2022) and puts
it into a standalone document.

system theoretic process analysis: System Theoretic Process Analysis (STPA) Recommended
Practices for Evaluations of Safety-Critical Systems in Any Industry - Appendix: STPA and Safety of
the Intended Functionality Functional Safety Committee, 2023 This document provides
recommended practices regarding how System Theoretic Process Analysis (STPA) may be applied to
safety-critical systems in any industry in the area of Safety of the Intended Functionality (SOTIF)
evaluations. This document provides recommended practices regarding how System Theoretic
Process Analysis (STPA) may be applied to safety-critical systems in any industry in the area of
Safety of the Intended Functionality (SOTIF) evaluations.This appendix takes the specific domain
info from the original SAE J3187 Recommended Practice (released February 2022) and puts it into a
standalone document.

system theoretic process analysis: Systems-theoretic Process Analysis and Safety-guided
Design of Military Systems David Craig Homey, 2017 Increasingly complex software enabled
systems demand a new hazard analysis and safety-guided design technique in order to meet
stringent safety standards and expectations. System Theoretic Process Analysis (STPA) proves to be
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a powerful tool to identify, describe and help mitigate hazards from the earliest conceptual
development through the operations of a system. A future military aircraft example demonstrates
STPA's applicability for preliminary hazard analysis, analysis of alternatives, organizational design,
developmental test, and into operations. STPA is a hazard analysis framework that helps manage
risks and safety responsibilities throughout the entire lifecycle of a system.

system theoretic process analysis: System Theoretic Process Analysis (STPA)
Recommended Practices for Evaluations of Automotive Related Safety-Critical Systems
Functional Safety Committee, 2022 Scope of this effort intends to provide both educational materials
and recommended practices regarding how system theoretic process analysis (STPA) may be applied
within a safety assessment process focusing on safety-critical content. Scope of this effort intends to
provide both educational materials and recommended practices regarding how system theoretic
process analysis (STPA) may be applied within a safety assessment process focusing on
safety-critical content.Purpose of this task force is to align industry (starting with, but not limited to,
automotive/aerospace) best practices and translate them across industry regarding the
implementation and use of STPA across human- and software-intensive systems (controls, human
machine interactions (HMI), autonomous, etc.), and to explore focus areas suited for STPA use, or
for supplementing other safety tools.

system theoretic process analysis: A System-Theoretic Safety Engineering Approach for
Software-Intensive Systems Asim Ali Ahmed Abdulkhaleq, 2017-02-23 Software safety is a crucial
aspect during the development of modern safety-critical systems. However, safety is a system level
property, and therefore, must be considered at the system-level to ensure the whole system’s safety.
In the software development process, formal verification and functional testing are complementary
approaches which are used to verify the functional correctness of software; however, even perfectly
reliable software could lead to an accident. The correctness of software cannot ensure the safe
operation of safety-critical software systems. Therefore, developing safety-critical software requires
a more systematic software and safety engineering process that enables the software and safety
engineers to recognize the potential software risks. For this purpose, this dissertation introduces a
comprehensive safety engineering approach based on STPA for Software-Intensive Systems, called
STPA SwiSs, which provides seamless STPA safety analysis and software safety verification activities
to allow the software and safety engineers to work together during the software development for
safety-critical systems and help them to recognize the associated software risks at the system level.

system theoretic process analysis: System Theoretic Process Analysis (STPA)
Recommended Practices for Evaluations of Safety-Critical Systems in Any Industry -
Appendix: STPA and Human Machine Interactions (HMIs) Functional Safety Committee, 2023
This document describes System Theoretic Process Analysis (STPA) approaches to evaluate
human-machine interaction (HMI) found effective when conducting STPA human factors and/or a
system safety evaluation. This document provides recommended practices regarding how System
Theoretic Process Analysis (STPA) may be applied to safety-critical systems in any industry in the
area of human machine interaction (HMI) evaluations.This document takes the specific domain
information from the original SAE J3187 Recommended Practice (released February 2022) and puts
it into a standalone document.

system theoretic process analysis: Extending and Automating a Systems-Theoretic Hazard
Analysis for Requirements Generation and Analysis , 2012 Systems Theoretic Process Analysis
(STPA) is a powerful new hazard analysis method designed to go beyond traditional safety
techniques - such as Fault Tree Analysis (FTA) - that overlook important causes of accidents like
flawed requirements, dysfunctional component interactions, and software errors. While proving to
be very effective on real systems, no formal structure has been defined for STPA and its application
has been ad-hoc with no rigorous procedures or model-based design tools. This report defines a
formal mathematical structure underlying STPA and describes a procedure for systematically
performing an STPA analysis based on that structure. A method for using the results of the hazard
analysis to generate formal safety-critical, model-based system and software requirements is also




presented. Techniques to automate both the analysis and the requirements generation are
introduced, as well as a method to detect conflicts between the safety and other functional
model-based requirements during early development of the system.

system theoretic process analysis: System Theoretic Process Analysis (STPA)
Recommended Practices for Evaluations of Automotive Related Safety-critical Systems ,
2022

system theoretic process analysis: Formal Methods: Foundations and Applications
Simone Cavalheiro, José Fiadeiro, 2017-11-17 This book constitutes the refereed proceedings of the
20th Brazilian Symposium on Formal Methods, SBMF 2017, which took place in Recifel, Brazil, in
November/December 2017.The 16 papers presented together with three invited talks were carefully
reviewed and selected from 37 submissions. They are organized in the following topical sections:
formal methods integration and experience reports; model checking; refinement and verification;
and semantics and languages. The chapter 'Rapidly Adjustable Non-Intrusive Online Monitoring for
Multi-core Systems' is published open access under a CC BY 4.0 license.

system theoretic process analysis: Fundamentals of Risk Management for Process
Industry Engineers Maureen Hassall, Paul Lant, 2023-04-19 Fundamentals of Risk Management
for Process Industry Engineers outlines foundational principles of human-centered, sociotechnical
risk management, and how they can be applied to deliver real improvements in risk identification,
understanding, analysis, control, communication, and governance. To maximize sustainable
competitiveness requires the identification and optimization of the range of risks that can impact a
business. Hence, understanding the foundational principles of sociotechnical risk management is
required to design and execute effective risk identification, optimization, and management
strategies. - Covers the foundations of risk management - Explains how risk management and
professional engineering practice are interrelated - Describes the role and importance of humans in
risk management activities - Discusses the fundamentals surrounding how to identify, assess, treat,
monitor, and review risks in high hazard industries - Presents the range of operational risks faced by
process companies, including safety and health, environmental and social risk, project risk, and
supply chain risk

system theoretic process analysis: Method of process systems in energy systems:
Current system part I, 2024-10-10 Method of Process Systems in Energy Systems: Current
System Part 1, Volume Eight, the latest release in the Methods in Chemical Process Safety series,
highlights new advances in the field, with this new volume presenting interesting chapters written
by an international board of authors. - Provides the authority and expertise of leading contributors
from an international board of authors - Presents the latest release in the Methods in Chemical
Process Safety series - Includes the authority and expertise of leading contributors from an
international board of authors

system theoretic process analysis: Non-functional Requirements in Systems Analysis
and Design Kevin MacG. Adams, 2015-04-23 This book will help readers gain a solid understanding
of non-functional requirements inherent in systems design endeavors. It contains essential
information for those who design, use and maintain complex engineered systems, including
experienced designers, teachers of design, system stakeholders and practicing engineers. Coverage
approaches non-functional requirements in a novel way by presenting a framework of four systems
concerns into which the 27 major non-functional requirements fall: sustainment, design, adaptation
and viability. Within this model, the text proceeds to define each non-functional requirement, to
specify how each is treated as an element of the system design process and to develop an associated
metric for their evaluation. Systems are designed to meet specific functional needs. Because
non-functional requirements are not directly related to tasks that satisfy these proposed needs,
designers and stakeholders often fail to recognize the importance of such attributes as availability,
survivability, and robustness. This book gives readers the tools and knowledge they need to both
recognize the importance of these non-functional requirements and incorporate them in the design
process.



system theoretic process analysis: Handbook of Systems Thinking Methods Paul M. Salmon,
Neville A. Stanton, Guy H. Walker, Adam Hulme, Natassia Goode, Jason Thompson, Gemma J.M.
Read, 2022-08-19 The systems thinking philosophy has become popular in human factors and
ergonomics and safety science. These methods are being used to understand and resolve complex
societal problems in areas such as transport safety, workplace safety, medication error, disaster
management, child abuse, financial crises, terrorism, climate change and public health and
wellbeing. This handbook presents practical step-by-step guidance for practitioners and researchers
wishing to use these methods to tackle complex problems. Each method includes an example case
study which demonstrates how the method can be applied and how the results can be interpreted
and translated into practical recommendations. The book presents practical guidance on
state-of-the-art systems thinking methods and offers case study applications describing systems
thinking methods in novel areas. It explains how to translate the outputs of systems thinking
methods in practice and introduces systems thinking with an overview of Human Factors and
Ergonomics applications. This book will serve as a great reference for students and engineers in the
field of systems engineering, complex systems and the design and development of systems, including
ergonomics/human factors and systems engineers, designers, architects, industrial engineers,
project management engineers, reliability engineers, risk engineers, software engineers and
computer engineers.

system theoretic process analysis: Reliability, Safety, and Security of Railway Systems.
Modelling, Analysis, Verification, and Certification Alessandro Fantechi, Thierry Lecomte,
Alexander Romanovsky, 2017-11-06 This volume constitutes the proceedings of the Second
International Conference on Reliability, Safety and Security of Railway Systems, RRSRail 2017, held
in Pistoia, Italy, in November 2017. The 16 papers presented in this volume were carefully reviewed
and selected from 34 submissions. They are organized in topical sections named: communication
challenges in railway systems; formal modeling and verification for safety; light rail and urban
transit; and engineering techniques and standards. The book also contains one keynote talk in
full-paper length.

system theoretic process analysis: Information Systems for Industry 4.0 Isabel Ramos, Rui
Quaresma, Paulo Silva, Tiago Oliveira, 2019-05-04 This book provides a selection of the best papers
presented at the 18th Conference of the Portuguese Association for Information Systems (CAPSI),
which was held in 2018. The focus of the conference and of these proceedings lies on the interplay
between information systems and Industry 4.0. All contributions, which include original research,
review papers and case studies, were peer-reviewed in a double blind process.

system theoretic process analysis: Safety and Reliability. Theory and Applications Marko
Cepin, Radim Bris, 2017-06-14 Safety and Reliability - Theory and Applications contains the
contributions presented at the 27th European Safety and Reliability Conference (ESREL 2017,
Portoroz, Slovenia, June 18-22, 2017). The book covers a wide range of topics, including: ¢ Accident
and Incident modelling « Economic Analysis in Risk Management ¢ Foundational Issues in Risk
Assessment and Management * Human Factors and Human Reliability « Maintenance Modeling and
Applications * Mathematical Methods in Reliability and Safety ¢ Prognostics and System Health
Management ¢ Resilience Engineering ¢ Risk Assessment * Risk Management ¢ Simulation for
Safety and Reliability Analysis ¢ Structural Reliability * System Reliability, and ¢ Uncertainty
Analysis. Selected special sessions include contributions on: the Marie Sktodowska-Curie innovative
training network in structural safety; risk approaches in insurance and fi nance sectors; dynamic
reliability and probabilistic safety assessment; Bayesian and statistical methods, reliability data and
testing; oganizational factors and safety culture; software reliability and safety; probabilistic
methods applied to power systems; socio-technical-economic systems; advanced safety assessment
methodologies: extended Probabilistic Safety Assessment; reliability; availability; maintainability and
safety in railways: theory & practice; big data risk analysis and management, and model-based
reliability and safety engineering. Safety and Reliability - Theory and Applications will be of interest
to professionals and academics working in a wide range of industrial and governmental sectors



including: Aeronautics and Aerospace, Automotive Engineering, Civil Engineering, Electrical and
Electronic Engineering, Energy Production and Distribution, Environmental Engineering,
Information Technology and Telecommunications, Critical Infrastructures, Insurance and Finance,
Manufacturing, Marine Industry, Mechanical Engineering, Natural Hazards, Nuclear Engineering,
Offshore Oil and Gas, Security and Protection, Transportation, and Policy Making.

system theoretic process analysis: Extending the Human Controller Methodology in
Systems- Theoretic Process Analysis (STPA) Thornberry. Cameron L. (Cameron Louis),
Massachusetts Institute of Technology. Department of Aeronautics and Astronautics, 2014
Traditional hazard analysis techniques are grounded in reliability theory and analyze the human
controller-if at all-in terms of estimated or calculated probabilities of failure. Characterizing
sub-optimal human performance as human error offers limited explanation for accidents and is
inadequate in improving the safety of human control in complex, automated systems such as today's
aerospace systems. In an alternate approach founded on systems and control theory,
Systems-Theoretic Process Analysis (STPA) is a hazard analysis technique that can be applied in
order to derive causal factors related to human controllers within the context of the system and its
design. The goal of this thesis was to extend the current human-controller analysis in STPA to
benefit the investigation of more structured and detailed causal factors related to the human
operator. Leveraging principles from ecological psychology and basic cognitive models, two new
causal-factor categories-flawed detection and interpretation of feedback and the inappropriate
affordance of action-were added to the human-controller analysis in STPA for a total of five
categories. In addition, three of the five human-controller causal-factor categories were explicitly
re-framed around those environmental and system properties that affect the safety of a control
action-the process states. Using a proposed airspace maneuver known as In-Trail Procedure, a
former STPA analysis was extended using this updated human-controller analysis. The updated
analysis generated additional causal factors under a new categorical structure and led to new
instances of specific unsafe control actions that could occur based on additional human factors
considerations. The process, organization, and detail reflected in the resultant causal factors of this
new human-controller analysis ultimately enhance STPA's analysis of the human operator and
propose a new methodology structured around process states that applies equally as well to an
automated controller.

system theoretic process analysis: Maritime Autonomous Surface Ships (MASS) - Regulation,
Technology, and Policy Chong-Ju Chae, Raphael Baumler, 2024-12-01 This book covers MASS
regulation, technology, and policy. MASS development began with the realization of the 4th
industrial revolution technologies such as big data, Al, [oT, and communication, which were also
linked to technological development in the maritime field. However, it is still unclear how MASS will
operate. This book is divided into three parts: MASS regulation, technology, and policy, and explains
each part in detail. Part I “MASS regulation and safety” deals with IMO works for MASS, including
IMO MASS RSE results which has been finished in 2021. In addition, the United Nations Convention
on the Law of the Sea (UNCLOS), one of the most important international conventions to be
considered for MASS operation, will be dealt with and various safety considerations will be
explained in detail. Through this, this book explains in detail the regulatory considerations and
safety considerations for MASS. In particular, the gaps and themes identified in IMO MASS RSE and
the priority discussion needs are explained, and based on this, the development of a goal-based
non-mandatory MASS code currently in progress is discussed. UNCLOS is a convention like the
blueprint of the IMO Conventions, and it is very important to understand and meet the requirements
of UNCLOS for the operation of MASS. Therefore, this book provides a detailed explanation of the
application of UNCLOS. In particular, UNCLOS Article 94 would be a very important consideration.
Also, this book covers COLREGs and technologies for MASS operations.

system theoretic process analysis: 14th International Conference on Computational
Intelligence in Security for Information Systems and 12th International Conference on
European Transnational Educational (CISIS 2021 and ICEUTE 2021) Juan José Gude Prego,




José Gaviria de la Puerta, Pablo Garcia Bringas, Héctor Quintian, Emilio Corchado, 2021-09-21 This
book of Advances in Intelligent and Soft Computing contains accepted papers presented at CISIS
2021 and ICEUTE 2021, all conferences held in the beautiful and historic city of Bilbao (Spain), in
September 2021. The aim of the 14th CISIS 20121 conference is to offer a meeting opportunity for
academic and industry-related researchers belonging to the various, vast communities of
computational intelligence, information security, and data mining. The need for intelligent, flexible
behavior by large, complex systems, especially in mission-critical domains, is intended to be the
catalyst and the aggregation stimulus for the overall event. After a through peer-review process, the
CISIS 2021 International Program Committee selected 23 papers which are published in these
conference proceedings achieving an acceptance rate of 40%. In this relevant edition, a special
emphasis was put on the organization of special sessions. One special session is organized related to
relevant topics as follows: building trust in ecosystems and ecosystem components. In the case of
12th ICEUTE 2021, the International Program Committee selected 17 papers, which are published
in these conference proceedings. One special session is organized related to relevant topics as
follows: sustainable personal goals: engaging students in their learning process. The selection of
papers is extremely rigorous in order to maintain the high quality of the conference, and we would
like to thank the members of the program committees for their hard work in the reviewing process.
This is a crucial process to the creation of a high standard conference, and the CISIS and ICEUTE
conferences would not exist without their help.
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